Priority 1: Command & Control Structure 

Plan overview: To examine ICS in the United States, NIMS, and local structures such as CIMS; to determine how effectively it is functioning in different locals; to review command and control structures in other countries; and to determine procedures to improve incident response based on this system.    An additional area of study will focus on the practicality and utility of integrating geospatial technology and data into the NIMS/ICS process.  Explore spatially enabling the incident site, surrounding area, the responding assets and resources.  Determine the value of having positive postional awareness  over all the resources and assets deployed and responding to an incident.  Investigte the effectiveness of three-dimensional geo-spatial visualization technology for providing enhanced awareness and event comprehension for Incident Commanders and involved parties. 

Since the 1970s, the Incident Command System (ICS) has become widely accepted as a means for coordinating interagency efforts to respond to critical incidents. Initially developed in California after recognition that multiagency responses to wild fires suffered from repeated and recurrent problems, the benefit of using ICS for other incidents was obvious. For some years now, federal law when dealing with incidents involving hazardous materials has required ICS. ICS has been adopted by many states and localities. However, while the concept is relatively straight forward, in practice effective implementation still faces a number of obstacles. 

The goal of the initial exploratory study, expected to take two years, will be to examine ICS in the United States, NIMS, and local structures such as CIMS, to determine how effectively it is functioning in different locales, and what can be done to improve incident responses based on this system.   

· Beginning with the recommended ICS model, the effort will compare this to what is really happening on the ground. A framework will be developed to assess cases based upon prevention planning, response, and follow up after an incident. In addition to a broad-brush approach, picking examples around the country, a number of potential case studies exist (e.g., the August 2003 blackout in the northeast which affected a number of cities, all of which could be compared; Hurricanes Andrew (1992), Hugo (1989), Floyd (1999); the Oklahoma bombing (1995), the first World Trade Center bombing and the attack on the World Trade Center on September 11, 2002, etc.) that will be looked into in more depth. The reorganized NIMS (National Incident Management System), and local structures such as New York City’s CIMS (City Incident Management System) will also be assessed. This will be an all-hazard and specific hazard response, with all seasons of the year reviewed, as well as for ICS/CIMS/NIMS response.

· The social and behavioral sciences have widely documented how inter and intra-organizational conflict, coordination failures, dysfunctionally rigid behaviors and so forth, displace or deform formal organizational goals.   Prior to 9/11, staff responsible for running various federal agencies were certainly knowledgeable of the disabling effects of such organizational dynamics through their professional experience and academic training.  This awareness, however, did not appear to have had much appreciable impact on organizational reform.

This is evidenced from the fact that the perpetrators of 9/11 succeeded because the principle agencies responsible for collecting and assessing intelligence the FBI, CIA and NSA rarely coordinated activities or shared information in a manner that would have permitted a more comprehensive analysis of potential terror threats.  Additionally, the assessments of intelligence gathering agencies had very little impact on regulatory decision-making bodies such as the FAA and the FDA.  For example, despite the obvious vulnerability of passenger air planes to hijacking 

and use as “weapons,” which intelligence had assessed prior to 9/11, the FAA did not require airplane cockpit doors to be reinforced and locked or other security measures to prevent easy access to the flight cabin by unauthorized personnel.  

 

Wave upon wave of sophisticated institutional and organizational theory has had very little effect at reforming and improving national security agencies as well as organizations responding to “security” incidents.  We believe that additional research emphasizing the cognitive bases of decision-making and organizational behavior in particular uses of organizational power; will provide important insights into the failed translation of behavioral theory into organizational practice. 

Through a series of literature reviews and interviews, the following types of questions will be addressed:

· What information and/or technologies are currently (were) being shared?

· By whom is (was) this information being shared? 

· What are (were) the specific lines of communication? 

· What types of partnerships exist(ed)? Are (were) there any critical partnerships that need to be built?

· What, if anything, is (was) done to deal with agencies and other key entities immediately outside the initial locale of the incident?

· At what stage is (was) this information being shared (before, during, after incidents)?

· What are (were) the shortcomings of the actual process and why?

· What if anything could be done to improve implementation?

An assessment and analysis of responses to these and similar questions will provide input to larger issues of governance and culture. In particular, the study will explore the constitutional ramifications of ICS/CIMS/NIMS and whether a new paradigm for structuring units of governance is needed to respond to security incidents. Also, it will examine the implications of shifting from a “need to know” culture to a “need to share” culture, especially the accessing of diverse databases.

Close review will be done of surface transportation systems, which are in general easy and effective targets for terrorists; this fact is reflected in the relatively significant proportion of attacks occurring on these systems.  The vulnerabilities lie in the fact that these systems are public, convenient, and accessible.  They carry large numbers of people daily through extensive networks of stations, stops and facilities.  As a result, surface transportation security tends to focus more on mitigation, quick response, and the rapid restoration of services after an incident.  Worldwide from 1920 to 2000 46% of terrorist attacks have been against surface transportation systems carried out on subways and trains, subway and train stations, and rail.  The use of bombs was overwhelmingly the most common tactic (60% of all attacks).  Although chemical, biological, and radiological attacks make up a very small percentage of all tactics used (about 1%), we will look at how subway systems are particularly susceptible to these threats. The information flow between local transit authorities and federal intelligence and law enforcement agencies (most notably the Transportation Security Administration, the Department of Homeland Security as a whole, and the FBI) must be reviewed in action with transit police together with local police and fire department ICS.

An additional task of this Priority 1 will be to study the effectiveness of integrating geospatial technology and data into the NIMS/ICS process and the tools deployed to manage incidents.  .  Explore spatially enabling the incident site, surrounding area, the responding assets and resources.  In addition, explore geospatial technologies contribution in providing a common operating picture with the NIMS/ICS environment.   Determine the value of having positive postional control over all the resources and incidents deployed and responding to an incident. Investigations will include both 2D GIS and geospatial technology.  In addition, three-dimensional geospatial technology offers great potential to study the complex interdependencies of deep infrastructure as well as the complex response environment of hi rise buildings. 

Great succes has been experienced by the military from the integration of geospatial technology, sensor integration, and tracking to provide outstanding situational awarness in military command and control (C2) environments.  Recent breakthroughs in computer software and hardware, coupled with object-based 3D modeling techniques and first responder information needs have resulted in better 3D and 4D modeling (3D + time ) capabilities that can provide visual display and analysis of complex deep infrastructure, large building, urban, and interdependent transportation infrastructures.  Combining enhanced 3D geospatial, building, infrastructure and first responder data into an integrated real-time display and database environment can also extend the benefits of 3D information even further by incorporating multi-user collaboration, messaging, time-based data such as radiological or air-borne releases, pedestrian evacuation simulations, historical data, and other event-based data.       
Computer tools exist that can efficiently and rapidly integrate a large amount of the existing digital information which many of the first-responder agencies and other government agencies have gathered.  Advanced Homeland Security Data Models and Data Navigation Templates are being developed, which will be studied for their ease of use and applicability to an Incident Command Staff (ICS).   

In addition to the spatial information and environment, research into the appropriate symbologies and representations of the ICS shall be reviewed.   Individual departments, agencies, and disciplines are accustomed to seeing information in specific formats, yet there are common symbologies and visual representations that must accommodate and serve all stakeholders, this is one of the goals of ICS.   Studying, refining, and contributing to the body of knowledge on the best way to support the ICS process and communication and sharing of a common operating picture

3D visual and database environments also allow for extended and real-time data types to be displayed and queried interactively. AVL (Automatic Vehicle Locator) technology allows static and real-time display of GPS, RF, or cellular tracked objects such as moving vehicles, fire, police and other first responder personnel. Traditional 2D representation are adequate for surface streets and x, y, z locations, however advances in GPS, localized RF and cellular technology allow real-time 3D location of personnel and vehicles in an accurate 3-dimensional environment. This type of tracking and display is critical when needing locational information of first responders, canine units, and other entities in subsurface conditions such as underground facilities, subways, tunnels, etc. Technology and communication protocols are equally essential elements in addition to the 3D positional information afforded by GPS, RF, and Cellular tracking. Wireless protocols must be evaluated for inter and intra-departmental communication and must accommodate above-ground access and connectivity as well as technologies that will potentially work up to several hundred feet underground. With the use of 3D surface and sub-surface infrastructure information, the viability of the various 3D static and real-time tracking solutions becomes more apparent when being able to integrate this information into a single seamless visual interface. 

Sensor technology is capable of tracking equipment, vehicles, and personnel in real time during an incident.
Geospatial technology provides a platform for the integration of data from different agencies, a truly effective means of fostering the collaboration, coordination, and shared information among agencies that has been difficult to achieve. While individual agencies need to maintain detailed information for their own discreet use, the combination of general shared information can contribute to a better overall and collective effort. Multiple agencies at city, state and federal levels can gain additional benefits by utilizing a shared information and decision support model that incorporates the right information in the right format to support joint operations, command and control, communication and overall logistics support. 

A prototype environment can be created bringing the best spatial technologies, data, and processes for demonstrations, exercises, and training as part of this project.  A secure, but unclassified interoperable web services environment could be deployed allowing particapting agencies access to the same basic data, the same screens, in real time.  NIMS/ICS tools and processes can be integrated, refined, and evaluated

Examine existing deployments of geospatial common operating picture and C2 technology, revue existing NIMS/ICS commercial tools.  Evaluate and recommend best in class technologies for benchmarking and integration.   Integrate best technologies, new processes and code, and data into a prototype evaluation environment.  Specific attention will be applied to the areas of Joint Operations and data where it will be critical to understand how 2D/3D and alpha-numeric data from one department or system can be used within other departments and datasets used for other purposes. Specific issues to address will be level of detail and geometric granularity as well as visual depiction of general use and individual infrastructure elements required to represent infrastructure and operational components.   Canidates include: 

· Scenario Building 

Develop a Universal Transportation Model (UTM) for the New York metropolitan area on the VISTA (Visual Interactive System for Transportation Algorithms) model.  The outcome will be a continuously updateable dynamic transportation assignment/simulation (DTA) model to support real-time transportation operations, e.g., signal timing, traveler information, emergency decisions (police, fire department, EMS, national security), and short-term transportation planning, e.g., construction and route diversion plans.  This will have the capability to support visualization of disaster scenarios, as well as visualization and evaluation of response and recovery scenarios.

· Remote Sensing 

The full dynamic traffic assignment capability of the model is dependent upon a robust communication and database model and warehouse that will process the data via a distributed, survivable, reliable, high performance system capable of handling stationary (vehicle detectors, inspection systems, variable message signs, etc.) and mobile sources (cars, trucks, EMS, etc.) communication systems, compatible with the US National Intelligent Transportation Systems Architecture, while also taking into consideration the existing systems implemented by the various transportation agencies in the area.  A major challenge to be dealt with here is simultaneous need for emergency access to, and evacuation from disaster sites. 

· Resource/Asset Management 

Here the focus will be on flow and structural capacity estimation and recovery.  The UTM could be used to estimate the disaster consequent intensity of use and subsequent cumulative structural deterioration of the transportation facilities, which will constitute inputs to a dynamic transportation asset management system algorithm, the outputs of which would include both costs and user impacts.  An existing spreadsheet model will be adapted for this purpose.

The results of this exploratory study will provide additional avenues of research, training, and behavioral studies for future years. For example, in terms of research, the next step after identifying and fully understanding the difficulties faced, will be to look to examples elsewhere around the world (e.g. Europe, Canada and Asia) and nationally (e.g. New York, Chicago, San Francisco Bay Area, Washington, DC, Atlanta) for solutions to specific problems identified. Close review will be done of interagency command of events such as the 2004 Olympics in Athens. Further, this exploratory research is likely to help identify areas for training that can be followed up upon by the Center members focused on education and training.  Another area to review will be the Moscow metro attack, and what rapid reaction plans can be implemented in other subway systems.

