Vulnerability Assessment 

Date: _______________

Colleges and Universities


Campus Characteristics Worksheet
“Step One”
This worksheet is the first step in conducting a Vulnerability Assessment.  It will collect key information about your college/university.  
Section I:

Section I defines the goals and scope of the assessment, the key players who will conduct the assessment and potential vulnerabilities.  

Objectives/Goals: The purpose and desired outcomes of conducting the exercise for your campus.
Scope: Identify what part of the campus will be involved in this exercise, the whole campus, portions of campus, select departments or operational activities. 
Team Conducting VA:  Identify departments and or individuals  who will be involved in completing the assessment.  Also include technical experts, both internal and external to the college/university, who can assist the team during the review.
Critical Assets: Define your most significant critical assets as they pertain to the goals of this exercise.  If known, indicate the degree of vulnerability of each asset identified, with 10 being most vulnerable..
1.

[ 1  2  3  4  5]]
2.

[ 1  2  3  4  5 ]
3.

[ 1  2  3  4  5 ]
4.

[ 1  2  3  4  5 ]
5. 

[ 1  2  3  4  5 ]
Essential Support Systems: Identify operations or activities that are essential to the core mission of the institution as they pertain to the goals of this exercise.  Examples include health services, utilities, communications.  .  If known, indicate the degree of vulnerability of each asset identified.
1.

[ 1  2  3  4  5 ]
2.

[ 1  2  3  4  5 ]
3.

[ 1  2  3  4  5 ]
4.

[ 1  2  3  4  5 ]
5. 

[ 1  2  3  4  5 ]
List of Essential Personnel and Technology: Identify key/ essential personnel at your college/university.  This list should include only those people who are critical to specific operations or who would be actively involved in responding to an incident (administrators and workers).  Note that this list may change operation.
	Core Administrative Team
	Core Operational Team
	Technology Required to Support Efforts of Team(s)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


List of Pre and Post Incident Response Personnel ( i.e. Pre – facilities, police, EHS; Post - health services, public information personnel, residence life staff)
	Core Administrative Team
	Core Operational Team
	Technology Required to Support Efforts of Team(s)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Section II: 
Section II collects campus wide information for each vulnerability assessment conducted.  This information, along with the detailed “Checklist” shall highlight vulnerabilities and help define priorities, polices and programs to reduce risks to the campus community.
Limiting Physical Factors: Identify any physical limitations or factors that could interfere with an incident response or an off-campus evacuation.  For example, a college on a peninsula may have limited access for evacuation or responders.
( Limited roads


( On or near a fault line

( Others: 
( Bridges


( In a floodplain
( Tunnels


( On an island
( Near coastline

( 
High Risk Targets: Identify high risk targets on or near campus that could have the largest impact to the campus community.  Examples include ammonia systems for ice hockey rinks, hazardous waste storage areas, day care centers, etc.  For targets that contain hazardous materials, estimate the vulnerable zone.(will need to provide a definition of vulnerable zone).
Target






Vulnerable Zone

	
	

	
	

	
	

	
	

	
	


Potential areas of vulnerability or conditions that may make the campus more susceptible to a hazard: Check all appropriate characteristics below to identify populations, facilities, or property that may be harmed by unintentional or intentional incidents.   Define vulnerability zone if appropriate.
	On Campus
	On Campus
	Off Campus
	Off Campus

	Density  

__ Rural

__ Metropolitan

__ Suburban
	
	Highways or other heavily used roads
	Agricultural Facilities

	Current research projects that can cause potential unrest within the community
	
	Rail or Mass Transit
	Dams, levies, and other flood control mechanisms

	Presence of governmental buildings on or near campus
	
	Power Generating Plants
	Infectious waste storage

	Event stadium
	
	Electrical Distribution Facilities
	Food Production

	Buildings with the potential for large gatherings
	
	Commercial Airports
	Military Instillations

	Utilities, land, etc not owned by C/U that may run through campus
	
	Chemical Manufacturing and or Storage 
	Munitions factories or depots

	Presence of underground infrastructures
	
	Proximity to Emergency Response Personnel
	Pesticide manufacturer or distributor

	Inherent natural obstacles/hazards
	
	Surge capacity of external emergency response personnel
	Petrochemical refineries or storage

	Nursery school
	
	Socioeconomic status of community that supports the institution
	Pharmaceutical companies

	Airport 
	
	Proximity to Medical Facilities
	Radiological power plants or fuel processing

	Environmental Areas

__ Sensitive natural areas

__ Water resources

__ Wetlands

__ Farmland
	
	Proximity to Public Health Personnel
	Water treatment and distribution center


* Vulnerability Zones – an estimation of the area that may be significantly affected a result of an incident involving hazardous materials.  Tools to define a vulnerability zone may include ALOHA, CAMEO, DOT’s Emergency Response Guidebook, and GIS crisis management/situational awareness software.
DRAFT Aug 04

1

